Quick Tour of IIS Tasks

This topic provides an overview of some of the typical tasks you can accomplish with IIS. To locate more specific topics, use the table of contents, or see the Quick Tour of the Documentation. For scenarios showing specific examples of how to use IIS, see IIS in Action.

· For Creators of Web Pages 

· For Administrators 

· For Creators of Scripts and Applications 

Note Many configuration tasks involve changing settings in property sheets. There are three ways to open property sheets for a site, directory, or file. On the Action menu, select Properties; or right-click the site, directory, or file and select Properties; or click the Properties icon in the toolbar. In Internet Service Manager (HTML), select the site, directory, or file, and click Properties in the left pane.

For Creators of Web Pages

As a scripter, designer, or provider of access to databases and files, with IIS you can:

· Run scripts from your Web pages With Active Server Pages (ASP), you can embed scripts in HTML pages and use ActiveX server components to create dynamic content and powerful Web-based business solutions. Scripts can be written in Microsoft® Visual Basic® Scripting Edition, Microsoft® JScript™, or any other ActiveX scripting language for which you have an engine. 

· Access databases If you write or implement programs for database access, you can make those programs more user-friendly and more efficient by using Microsoft® Data Access Components (MDAC), a set of database technologies integrated with IIS. MDAC includes Microsoft Remote Data Service (formerly ADC), Microsoft ActiveX Data Objects (ADO), OLE DB, and Open Database Connectivity (ODBC). In addition, with Microsoft Transaction Server (MTS), you can structure database interactions as transactions (multiple-step operations that succeed or fail as a whole). 

· Manage multiple pages With Microsoft® FrontPage® Server Extensions, you can easily manage multiple Web pages on your Web site. With Microsoft Content Analyzer, you can view your entire site through WebMaps, an easy-to-understand visual format that makes it easy to manage files and links. 

· Give users search capabilities With Microsoft Index Server, you can offer customized forms that allows users to search for information in Web pages or other Web site files. Index Server indexes the full text and properties of documents stored on a server running IIS. Users can send search queries through any World Wide Web browser by filling in a simple query form. 

For Administrators

For server administrators, IIS provides efficient ways to:

· Establish Web and FTP sites You can establish, configure, and monitor Web and FTP sites using Internet Service Manager, the graphical IIS administration interface. You can configure each site and directory differently, even when multiple sites are hosted on one computer; there are even some configuration properties (such as access permissions) that you can set on individual files. 

· Simplify routine administration You can use scripting to perform all IIS administrative tasks, making your routines simpler. These tasks include adding or changing Web sites, adding groups, changing access permissions, and managing logging. 

· Secure your site IIS gives you a variety of security options, including all the security elements built into Windows NT, such as Windows NT user accounts and the Windows NT File System (NTFS). IIS includes additional security features, including blocking of access-attempts made from specific IP addresses, as well as protection of communication between computers through the use of the Secure Sockets Layer (SSL). Included with IIS is Microsoft Certificate Server, which can issue client or server certificates. 

· Use server management tools You can easily access IIS and other server management tools (such as Microsoft Transaction Server) through Microsoft Management Console (MMC), which brings management tools together into one interface. 

· Give users search capabilities With Microsoft Index Server, you can offer customized forms that allow users to search for information in Web pages or other Web site files. Index Server indexes the full text and properties of documents stored on a server running IIS. Users can send search queries through any World Wide Web browser by filling in a simple query form. 

· Post or receive Web pages You can use Microsoft Posting Acceptor to receive Web content from Microsoft Web Publishing Wizard and Netscape Navigator 2.02 or later. You can post content by using Microsoft Web Publishing Wizard. 

· Log activity and tune server performance You can use Windows NT Performance Monitor and Event Viewer to monitor your server, along with IIS logging, which records Web activity on your sites. With Microsoft Usage Import and Report Writer , you can further analyze your IIS log files, to identify trends and make decisions. Then you can tune server performance through use of Windows NT administrative tools and also through IIS settings. You can also improve server performance by using features listed in the next section of this topic, For Creators of Scripts and Applications. 

· Support transaction processing With Microsoft Transaction Server (MTS), installed automatically by IIS Setup, you can group components (discrete units of code) into packages, which use the MTS environment to run as transactions. A transaction is a server operation that succeeds or fails as a whole, even if the operation involves many steps (for example, ordering, checking inventory, and billing). With this version of IIS, you can run not only applications but also scripts within transactions. 

For Creators of Scripts and Applications

As a scripter or programmer, by using IIS, you work within a run-time environment that manages threads and processes efficiently, increasing scalability. You can use Windows NT Performance Monitor, Event Viewer, and IIS configuration settings to tune server performance. In addition, you can take advantage of these IIS features to provide additional support to your scripts, components, or distributed applications:

· Process isolation You can configure IIS to isolate applications, that is, run them within a separate memory space. This means that if they fail, they won't affect the running of other applications or the server. 

· Integration with data-access technologies If you write or implement programs for database access, you can use Microsoft Data Access Components (MDAC), a set of database technologies integrated with IIS. MDAC includes Microsoft Remote Data Service (formerly ADC), Microsoft ActiveX Data Objects (ADO), OLE DB, and Open Database Connectivity (ODBC). 

· ODBC connection pooling ODBC connections are often a limited resource. You can use IIS to make the most of them by pooling them for a given application. 

You can also take advantage of the following features in Microsoft Transaction Server (MTS), which is included with IIS:

· Transactions With MTS, you can run a script or application within a transaction. A transaction is a server operation that succeeds or fails as a whole, even if the operation involves many steps (for example, ordering, checking inventory, and billing). Transaction processing is crucial for many business applications. When you start the MTS Explorer and register the components needed by the script or application, MTS provides the complex functionality needed to run the components within a transaction. 

· Just-in-time activation of objects MTS components are activated when needed and deactivated when not needed. This conserves server resources and increases the number of users who can concurrently run your application. 

To find more detailed information about software in IIS, you can use the table of contents, or see the Quick Tour of the Documentation or IIS in Action.
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Understanding Index Server

An integral part of Internet Information Server (IIS), Index Server is designed to index the full text and properties of documents on an IIS-based server. Index Server can index documents for both corporate intranets and the Internet.

This section contains:

· What's New?: Gives details about how to build and configure search complex forms. 

· Query Forms: Briefly defines query forms. 

· Basic Querying Features: Defines the three basic features of querying: scope, restriction, and results set. 

· Querying: Describes how Index Server searches documents on a site. 

· Basic Indexing Features: Gives a brief overview of indexing and summarizes indexing features. 

· Support for Multiple Languages: Describes how Index Server supports sites with documents in multiple languages and how to query servers in different locales. 

Clients can formulate queries by using any Web browser to fill in the fields of a simple Web query form. The Web server forwards the query form to the query engine, which finds the pertinent documents and returns the results to the client formatted as a Web page.

Index Server can index the text and properties of formatted documents, such as those created by Microsoft® Word or Microsoft® Excel and Microsoft®Active Server Pages. With this feature, you can publish existing documents on your intranet Web without converting them to HTML.
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Tour of Index Server

Here is your chance to test-drive Index Server and see first hand what it can do for you and your Web site. Each test drive starts you out slowly, through the basics of querying documents and setting up elementary query forms, and then revving up into increasingly complex twists and turns, so you can feel the full power of Index Server's search engine.

The test drives cover the following terrain:

· Tour Requirements: Describes the equipment you need to successfully complete the tour. 

· Creating an Index: Tells how Index Server automatically creates indexes of all virtual directories. 

· Administering Index Server: Introduces you to several aspects of administration. 

· Making Simple Queries: Shows you how to search for a word or phrase in a set of documents. 

· Making Complex Queries: Shows you how fine-tune your queries for more specific results. 

· Creating a Query Form: Tells how to create your own query form. 

· Creating an .Asp Query Form: Tells how to create query form in an .asp file. 

· Putting Security Features to Work: Explains how to control security through the features of Windows NT. 

· Exploring Further: Points users to further basic information about Index Server. 

Even if you have only minimal knowledge of the World Wide Web and a general familiarity with search technology, you should be able to profit from the test drives in this tour. So, hop into the driver's seat and get ready to roll!

Security for the Intranet

PRIVATE
Goal 

To provide a Web page that members of your airline's Frequent Flyers club can use to see how many points they have accumulated, find out what trips they might be able to buy with those points, and place reservations for those trips. 

Components 

Windows NT Server 4.0; Internet Information Server (IIS) 4.0; Active Server Pages (ASP); ADO; Microsoft SQL Server; Internet Explorer version 3.02 with Authenticode 2 update, or later versions of Internet Explorer 

Environment 

Intranet, secured; Windows NT network 
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Basic Process

1. Establish Windows NT Challenge/Response authentication for an application; 

2. Create the group to whom you want to grant access. 

3. Assign the Log on Locally privilege to this group. 

4. Change permissions to only the group created above (remove the group "Everyone"). 

Result

When a member of this group attempts to use this application, they are able to—without having to type in a password. When a user that is not a member of this group attempts to use this application, they receive an error message.
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About Authentication

You can require users attempting to establish an FTP or WWW (HTTP) connection with restricted content to provide a valid Windows NT account user name and password. This identification process, commonly called authentication, is an indispensable method for limiting access to your server content. 

· WWW Authentication 

· FTP Authentication 

WWW Authentication

Normally, all users attempting to establish a WWW (HTTP) connection with your Web server log on as anonymous users. When a user establishes an anonymous connection, your Web server must log on the user with an anonymous or guest account (that is, a valid Windows NT user account to which you apply restrictions limiting the files and directories that the anonymous user can access).

For preventing anonymous users from connecting to your restricted content, you can configure your Web server to authenticate users. Authentication involves prompting users for unique user name and password information, which must correspond to a valid Windows NT user account, governed by Windows NT File System (NTFS) file and directory permissions that define the account's level of access.

Your Web server will authenticate users only under the following circumstances:

· Anonymous access is disabled. 

· Anonymous access fails because the anonymous user account does not have permission to access a specific Windows NT File System (NTFS) file or resource. 

If either of the previous conditions are true, your Web server will refuse to establish an anonymous connection and attempt to identify users with the authentication method that you have enabled. Currently, your Web server supports Basic, Windows NT Challenge/Response, and SSL client certificate authentication. By enabling different combinations of these authentication methods, in addition to setting up the anonymous user account, you can establish varying levels of control in determining which users connect to your Web content.

Basic Authentication

The Basic authentication method is a widely used, industry-standard method for collecting user name and password information. When Basic authentication is enabled, the user's Web browser renders a dialog box where users can enter their previously assigned Window NT account user names and passwords. The Web browser then attempts to establish a connection using this information. If the server rejects the information, the Web browser repeatedly displays the dialog box (the number of times depends on the Web browser's configuration) until the user enters a valid user name and password, or closes the dialog box. After your Web server verifies that the user name and password correspond to valid Windows NT account, the user can establish a connection. For more information, see Enabling Basic Authentication.

Although widely used, this method is not recommended unless you are confident that the connection between the user and your Web server is secure. Web browsers using Basic authentication transmit user name and password information in an unencrypted form. A determined computer vandal attempting to compromise your security could use a network monitoring tool to intercept user names and passwords. (An alternative approach that enables you to use Basic authentication without compromising account information is to use your Web server's SSL secure communications features to encrypt password information. For more information, see Encryption.

Windows NT Challenge/Response Authentication

Your Web server supports Windows NT Challenge/Response authentication, which authenticates users without requiring the transmission of actual passwords across a network. Currently, Microsoft Internet Explorer, version 2.0 or later, is the only Web browser that supports this authentication method.

When you enable Windows NT Challenge/Response authentication, the user's Internet Explorer browser proves its knowledge of the password through a cryptographic exchange with your Web server. The actual password never travels over the network and the user is not prompted for account information.

However, if the authentication exchange initially fails to identify the user, Internet Explorer will prompt the user for a Windows NT account user name and password, which it will process using the same Windows NT Challenge/Response method. Internet Explorer will continue to prompt the user until the user enters a valid user name and password, or closes the prompt dialog box.

Note 

· Windows NT Challenge/Response authentication takes precedence over Basic authentication. This means that if the user's Web browser supports both authentication methods, it will choose Windows NT Challenge/Response authentication. 

· When Windows NT Challenge/Response authentication is enabled, Microsoft Internet Explorer will attempt to use the current Windows NT logon information before prompting the user for a user name and password. 

You will find Windows NT Challenge/Response authentication useful in an intranet environment, where both user and Web server computers are in the same domain, and where administrators can ensure that every user has the same version of Microsoft Internet Explorer.

SSL Client Certificate Authentication

You can also use your Web server's Secure Sockets Layer (SSL) 3.0 security features to authenticate users by checking the contents of an encrypted digital identification submitted by the user's Web browser during the logon process. Users obtain these digital identifications, called a client certificates, from a mutually trusted third-party organization. Client certificates usually contain identifying information about the user and the organization that issued the certificate. For more information, see About Client Certificates.

Note Your Web server also supports the Private Communication Technology (PCT) 1.0 protocol.

Client Certificate Mapping

Your Web server has a client certificate mapping feature that authenticates users who log on with client certificates, without requiring the use of Basic nor Windows NT Challenge/Response authentication. A mapping relates the contents of a user's client certificate to a corresponding Windows NT account, a file defining the rights and access policies of the user. After you create and enable a mapping, each time a user logs on with a client certificate, your Web server automatically connects, or maps, that user to an appropriate Windows NT account. For more information, see Mapping Client Certificates to User Accounts.

Client Certificates for Authenticating Anonymous Users

With client certificates you can also regulate which users are allowed to establish an anonymous connection with your Web server. For example, limiting anonymous user connections may be useful if your Web site provides confidential information only to employees of a specific company. When a user attempts to establish an anonymous connection, your Web server can check whether the user submitted a client certificate, issued only to company employees.

By screening anonymous users with client certificate authentication, you can reduce your server's network traffic and maintain better control over the privacy of your Web content. For more information, see About Client Certificates.

FTP Authentication Methods

To establish an FTP connection with your Web server, users must log on with a user name and password corresponding to a valid Windows NT account. If the Web server cannot verify a user's identity, the server returns a error message. FTP authentication is not secure because the user transmits password and user name across the network in an unencrypted form. For more information, see About Access Control.
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ISAPI 
Internet Server Application Program Interface. An application program interface that resides on a server computer for initiating software services tuned for Microsoft Windows NT operating system. It is an API for developing extensions to the Microsoft Internet Information Server and other HTTP servers that support the ISAPI interface. See also API. 

Installing ISAPI Filters

Like ISAPI applications, ISAPI filters are programs that respond when the Web server receives an HTTP request. They are different from applications in that they are driven by Web server events rather than by a client request. You can associate an ISAPI filter with a particular Web server event; the filter is then notified every time its associated event occurs. For example, a filter could be notified when a read or write event occurs and then encrypt the raw data to be returned to the client.

You can install filters for all sites on a server (global filters), and you can install filters for individual Web sites. If you install both global filters and site filters, the two filter lists are merged for the site. 

When several filters have registered for the same event, they are called sequentially. Filters with a higher priority are run before filters with a lower priority. If several filters have the same priority, global filters set in the master properties are run before filters set at the site level. Filters with the same priority at the same inheritance level are run according to the order in which they were loaded. You can change the filter load order on the property sheets for the Web server or Web site.

Unlike ISAPI applications, ISAPI filters are always run in the server process. 

To add a filter to a Web server or Web site

5. In Internet Service Manager, select the Web server or Web site and open its property sheets. 

6. Click the ISAPI Filters tab. 

Note If you are adding filters to a Web site, you will not see any global filters inherited from the Web server's master properties. You will see only the filters installed for the Web site, even though both sets of filters are run.

7. Click the Add button. 

8. Type the name of the filter in the Filter Name box and either type or browse for the DLL file in the Executable box. 

9. Click OK. 

10. To change the load order of a filter, use the arrows. 

11. If you have added or changed a global filter, you must stop and restart the Web server to load the new filters into memory. A filter added at the Web site level is automatically loaded when you add it. 

Note If an HTTP request triggers an event for which the filter is registered, the filter will receive the data contained in the request regardless of whether the request is for a file, a CGI application, or an ISAPI application.

For more information on developing ISAPI filters, see ISAPI.
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Web Site Properties - ISAPI Filters Property Sheet
Use this property sheet to set options for ISAPI filters. An ISAPI filter is a program that responds to events during the processing of an HTTP request. An ISAPI filter is always loaded in the Web site’s memory.

The table lists the status of each filter (loaded, unloaded, or disabled), the name of the filter, and the priority rating of the filter (high, medium, or low) set inside the DLL. Click the Add, Remove, and Edit buttons to modify filter mappings. Click the Enable or Disable button to modify the status of filters. Select a filter and click the arrows to change the order in which filters are loaded.

The Details box lists the status of the selected filter, the filter name, the executable file that contains the filter, and the priority rating of the filter.

All Web sites on a server inherit the filters configured in the master properties for the Web service. If you add filters to an individual site, the filter lists are merged. The filters set by the master properties do not appear on this tab when you view it for a site. Only the filter list for the site appears.

When several filters have registered for the same event, they are called sequentially. Filters with a higher priority are run before filters with a lower priority. If several filters have the same priority, global filters set in the master properties are run before filters set at the site level. Filters with the same priority at the same inheritance level are run according to the order in which they were loaded.


About Internet Database Connector

With the WWW service and the Open Database Connectivity (ODBC) drivers provided with Internet Information Server and Personal Web Server, you can:

· Create Web pages with information contained in a database. 

· Insert, update, and delete information in the database based on user input from a Web page. 

· Perform other Structured Query Language (SQL) commands. 

Conceptually, database access is performed by Internet Information Server or Personal Web Server 


Web browsers (such as Internet Explorer, or other browsers) submit requests to the Internet server by using HTTP. The Web server responds with a document formatted in HTML. Access to databases is accomplished through a component of the Web server called Internet Database Connector (IDC). Internet Database Connector, Httpodbc.dll, is an ISAPI DLL that uses ODBC to gain access to databases.

IDC uses two types of files to control how the database is accessed and how the output Web page is constructed. These files are Internet Database Connector (.idc) files and HTML extension (.htx) files.

The .idc files contain the necessary information to connect to the appropriate ODBC data source and execute the SQL statement. An .idc file also contains the name and location of the HTML extension file.

The .htx file is the template for the actual HTML document that will be returned to the Web browser after the database information has been merged into it by Internet Database Connector.
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Creating Virtual Directories

If your Web site contains files that are located on a different drive than the home directory, or on different computers than the computer running Internet Information Server, you must create virtual directories to include those files in your Web site. A directory can be located on a local drive or on another computer on the network. To use a directory on another computer, you must specify the directory’s Universal Naming Convention (UNC) name and provide a user name and password to use for access permission. For an overview of virtual directories, see Virtual Directories.

To create a virtual directory

12. In Internet Service Manager, select the Web site or FTP site to which you want to add a directory. 

13. Click the Action button, and then point to New, and select Virtual Directory. 

14. Use the New Virtual Directory wizard to complete this task. 

To delete a virtual directory

1. In Internet Service Manager, select the virtual directory you want to delete. 

2. Click the Action button, and select Delete. Deleting a virtual directory does not delete the corresponding physical directory or files. 
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