Exercise 4a:  Working with File and Folder Sharing in a Workgroup  

Use the McDuck userbase and shared folders referenced on the day2 agenda to do these exercises.

Partner up. (You and your partner will need the same passwords for the various McDuck accounts to test this simulation.)

a) Create a new document in the Accounts folder that will contain the names of McDuck Clients. Create a new document in the Sales folder that will contain sales reports from sales representatives.


b)  Log on as Huey and verify that you can access both the Sales and Accounts folders with "change access." Can you take ownership of the folder _________?   Can you enter data in the Sales inventory document? _______ 


c)  Log on as Minnie and verify that you can access only the Accounts folder. Can you enter data in the Client Accounts document?   ______________

d)  Log on as Louie and verify that you can access only the Sales folder. Can Louie  run the Backup utility to back up this folder over the network to your local hard drive?__________ (try it).  Which McDuck employees have the power to perform this operation?

_______________________________________________________________

 NTFS Permissions 
Scrooge decides that Sales Reps will have a daily route assignment sheet in the Sales Folder. He wants his managers to be able to compose this file, but sales reps should only able to read it. (He also wants to restrict Donald to read-only access, because Donald is susceptible to small employee bribes.)

a) Log on as Huey and create the sale route document in the Sales Folder. Set the Security permissions for this new document to effect the changes that Scrooge wants. (See the MCMCSE tutorial on NTFS permissions for details on using NTFS.)

Also consider the following guidelines 

NTFS permissions assigned to a folder are passed on (inherited) by all of the folders and files it contains. To assign more restrictive permissions to a file or folder that inherits permissions from a parent object you have to either 

1) deny the permissions you want to cancel for the specific users and groups you wish to exclude or 

2) clear the “Allow Inheritable Permissions from Parent to Propogate” checkbox to stop the automatic passing on of permissions from parent objects to child objects.


b) Log on as Donald, after you set the appropriate permissions, to confirm that he can't change the route assignments in the McDuck sales routing sheet.

Suppose Gyro decides to move the Sales Inventory folder under a new folder called McDuck Sales. (Create the new folder and move the Sales Inventory folder.) What happens to the share permissions on the folder and the NTFS permissions on the files it contains?

Scrooge changes his mind and decides to trust Donald with the routing information for salesmen.  He tells Gyro to allow Donald to change the routing document.  Gyro would have Huey make the changes, but Huey is out sick.  When Gyro logs on he discovers that he does not have permission.

Exercise 4b : ADS walkthrough

See also Microsoft website http://www.microsoft.com/windows2000/techinfo/planning/activedirectory/manadsteps.asp

Active Directory user and computer accounts represent a physical entity such as a computer or person. User accounts and computer accounts (as well as groups) are called security principals. Security principals are directory objects that are automatically assigned security identifiers. Objects with security identifiers can log on to the network and access domain resources. A user or computer account is used to:

· Authenticate the identity of the user or computer. 

· Authorize or deny access to domain resources. 

· Administer other security principals. 

· Audit actions performed using the user or computer account. 

For example, the user and computer accounts that are members of the Enterprise Admins group are automatically granted permission to log on at all of the domain controllers in the forest.

User and computer accounts are added, disabled, reset, and deleted using Active Directory Users and Computers.

Common Administrative Tasks

· Creating Organizational Units 

· Creating Users and Contacts 

· Creating Groups and adding members to Groups 

Advanced Administrative Tasks

· Publishing shared network resources, such as shared folders and printers 

· Moving Users, Groups, and Organizational Units 

· Using Filters and Searches to retrieve objects 

Using the Active Directory Users and Computers Snap-in

1. To start the Active Directory Users and Computers snap-in, click Start, point to Programs, point to Administrative Tools, and then click Active Directory Users and Computers. 

2. Expand [Your computer].com by clicking +. 

Figure 2 below displays the key components of the Active Directory Users and Computers snap-in. 
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PRIVATE "TYPE=PICT;ALT=The Active Directory Users and Computers snap-in"
Figure 2. The Active Directory Users and Computers snap-in 

[image: image2.png]Recognizing Active Lirectory Ubjects

The objects described in the following table are created during the installation of Active Directory.

ﬁ Domain | The raot nade af the snap-in represents the domain being administered.

(= | Computers | Contains all Windows NT® and Windows 2000-based computers that join 3 domain. This includes computers
running Windows NT versions 3.51 and 4.0, as well as those running Windows 2000. IF you upgrade from a
previous version, Active Directary migrates the machine account ta this falder. You can mave these objects

(= |System | Contains Active Directory systems and services information

= | users Contains all the users in the domain. In an upgrade, all users from the previous domain will be migrated. Like
computers, the user objects can be moved





[image: image3.png]You can use Active Directory to create the following objects.

User A user object is an object that is a security principa in the directory. A user can log on to the network with
these credentials and access permissions can be granted to users.

Contact A contact object is an account that does not have any security permissions. You cannot log on to the
network as a cantact. Cantacts are typically used to represent external users for the purpase of e-mail,

Computer An object that represents a computer on the network. For Windows NT-based workstations and servers, this

is the machine account.

organizational
Unit

Organizational units are used s containers to logically organize directory objects such as users, roups, and
computers in much the same way that folders are used to organize files on your hard disk

Group

Groups can have users, computers, and other aroups. Groups simplify the management of large numbers of
objects.

Shared Folder

& shared Falder is a netwark share that has been published in the directory.

Shared printer

& Hl & [0

A shared printer is a network printer that has been published in the directory.





Adding an Organizational Unit

This procedure creates an organizational unit (OU) in the [Your computer] domain. Note that you can create nested organizational units and there is no limit to the nesting levels.

These steps follow the Active Directory structure begun in the Common Infrastructure Part One Step-by-Step Guide. If you did not create that structure, add the OUs and users directly under [Your computer].com; that is, where Accounts is referred to below, substitute [Your Computer.com]
3. Click the + next to Accounts to expand it. 

4. Right-click Accounts. 

5. Point to New and click Organizational Unit. Type Construction as the name of your new organizational unit. Click OK. 

For the rest of the exercises in this guide, repeat steps 1 and 2 above to create additional organizational units, as follows: 

· Organizational unit Engineering under [Your computer].com. 
· Organizational unit Manufacturing under [Your computer].com. 
· Organizational unit Consumer under the Manufacturing organizational unit. (To do this, right-click > Manufacturing, point to New, and then click Organizational Unit.) 
· Organizational units Corporate and Government under the Manufacturing organizational unit. Click > Manufacturing so that its contents will display in the right pane. 
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When you are finished, you should have the following hierarchy as in Figure 3 below: 

PRIVATE "TYPE=PICT;ALT=New OUs"
Figure 3: New Ous

Creating a User Account

The following procedure creates the user account James Smith in the Construction OU. 

To create a new user account 

6. Right-click the Construction organizational unit, point to New, and then click User, or click New User on the snap-in toolbar. 
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Type user information as in Figure 4 below: 

8. Now move the James Smith User account from the Construction OU to the Engineering OU. Click the James Smith user account in the right pane, right-click it, and click Move. Click the + next to Accounts to expand it 

9. Click the Engineering OU, and click OK. 

If you upgrade from an earlier version of Windows NT Server, you might want to move existing users from the Users folder to some of the OUs that you create. 

Creating a Group 

10. Right-click the Engineering OU, click New, and then click Group. 

11. In the Name of New Group text box, type: Tools 

12. Select the appropriate Group type and Group scope and then click OK. 

· The Group type indicates whether the group can be used to assign permissions to other network resources, such as files and printers. Both security and distribution groups can be used for e-mail distribution lists. 

· The Group scope determines the visibility of the group and what type of objects can be contained within the group. 

Scope

Visibility
May contain

Domain Local
Domain
Users, Domain Local, Global, or Universal Groups

Global
Forest
Users or Global groups

Universal
Forest
Users, Global, or Universal Groups

Adding a User to a Group 

1. Click Engineering in the left pane. 

2. Right-click the Tools group in the right pane, and click Properties. 

3. Click the Members Tab and click Add. 
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Scroll to James Smith, select his name, click Add, then click OK as in Figure 7 below. 

Figure 7: Add James Smith to the Tools Group
Note: You can select multiple users or groups in this dialog by pressing the CTRL key as you click them. You can also type the name directly. If the name is ambiguous, a further list is displayed to confirm your selection. 

Alternatively, you can select the users from the results pane, right click then click Add members to a Group. Or you can click Add the selected objects to a group you specify on the snap-in toolbar. This may be more efficient for adding large numbers of members to a group. 

Publishing a Shared Folder

Any shared network folder, including a Distributed File System (Dfs) folder, can be published in Active Directory. Creating a Shared folder object in the directory does not automatically share the folder. This is a two-step process: you must first share the folder, and then publish it in Active Directory. 

13. Use Windows Explorer to create a new folder called Engineering Specs on one of your disk volumes. 

14. In Windows Explorer, right-click the folder name, and then click Properties. Click Sharing, and then click Share this folder. 

15. In the New Object—Shared Folder dialog box, type ES in the Share name box and click OK. By default, Everyone has permissions to this shared folder. If you want, you can change the default by clicking the Permissions button. 

16. Populate the folder with files, such as documents, spreadsheets, or presentations. 

To publish the shared folder in the directory 

5. In the Active Directory Users and Computers snap-in, right-click the Engineering OU, point to New, and click Shared Folder. 

6. In the Name box, type Engineering Specs. 

7. In the Network Path name box, type \\[Your Computer].Your Computer.com and click OK. 
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The Engineering organizational unit appears as shown in Figure 8 below: 

PRIVATE "TYPE=PICT;ALT=Engineering OU contents"


Users can now see this volume while browsing in the directory. 

To browse the directory 

17. Double-click My Network Places on the desktop. 

18. Double-click Entire Network, and then click Entire contents of the network. 

19. Double-click the Directory. 

20. Double-click the domain name, Reskit, and then double-click Engineering. 

21. To view the files in the volume, either right-click the Engineering Specs volume, and click Open, or double-click Engineering Specs. 

Publishing a Windows 2000 Printer 

This section describes the processes for publishing printers in a Windows 2000 Active Directory-based network. 


You can publish a printer shared by a computer running Windows 2000 by using the Sharing tab of the printer Properties dialog box. By default, Listed in the directory is enabled. The directory is the Active Directory data store. (This means that Windows 2000 Server publishes the shared printer by default.) The print subsystem will automatically propagate changes made to the printer attributes (location, description, loaded paper, and so forth) to the directory. 

Note: For this section of this guide, you must have a printer available and know its IP address. If you do not have an IP printer, you can still run through these procedures, substituting the correct port for Standard TCP/IP Port. 

To add a new printer 

22. Click Start, point to Settings, click Printers, and then double-click Add Printer. The Add Printer Wizard appears. Click Next. 

23. Click Local Printer, clear the Automatically detect and install my Plug and Play printer checkbox, and click Next. 

24. Click the Create a new port option, then scroll to Standard TCP/IP Port, and click Next. 

25. The Add Standard TCP/IP Printer Port Wizard appears. Click Next. 

26. On the Add Port page, type the IP address of the printer in the Printer Name or IP Address box, type the port name in the Port name box, and click Next. Click Finish. 

27. Select your printer's manufacturer and model in the Printers list box, and then click Next. 

28. In the Printer name text box, type the name of your printer. 

29. On the Printer Sharing page, type a name for the shared printer. Choose a name no more than eight characters long so computers running earlier versions of the operating system display it correctly. 

30. Type in the Location and Comment in those text boxes. 

31. Print a test page. Click Finish. 

After you create the printer, the printer is automatically published in Active Directory and the Listed in the Directory check box is selected. 

You might also need to find the server from which a printer is shared out before adding it to the machine you're working on. 

To locate a printer 

8. Click Start, point to Settings, and then click on Printers. 

9. Double-click the Add Printer icon. 

10. In the Add Printer Wizard dialog box, click the Next button. 

11. Select the Network printer button, and then click Next. 

12. Select the Find a printer in the Directory button, and then click Next. 

13. The Find Printers dialog box displays. If you know which domain your printer resides in, click the Browse button and choose that domain to narrow your search. Then, on the Printer tab, add the printer Name, Location, or Model to those text boxes, and click the Find Now button. 

Note: If you don't know the name, location, or model of the printer, you can simply click the Find Now button, and all the printers in the domain you selected will be listed in the list box. 

