Windows 2000 Server Administration – Class Notes
Topics:

Microsoft Windows operating systems

Windows 2000 architecture overview

Domains and workgroups

Features of Windows 2000 Professional

Internet Explorer

Internet Information Services (limited)

Security


Desktop Services

Limited licensing

Messaging Services

Stability and Performance benefits (compared to W95/98)

Plug and Play/USB            (Compared to Windows NT4 Workstation)

                                           multiprocessor support  (2 cpus)

a maximum of 10 users are  permitted to log on to

 W2K Pro (this is not physically enforced).  W2KPro does not support remote user logon, but does provide file/printer sharing and security. For adequate security protection and stability, the latest service packs should be installed

Although W2KPro machines can be used as servers, they lack some sophisticated features of  W2K Server

Additional Features of W2K Server

See: What’s new:

http://www.microsoft.com/windows2000/en/server/help/whats_new_in_windows_2000_server.htm

Directory Services (Domains vs. Workgroups ) 
Microsoft Internet Information Server (Full web server)

Administrative Wizards



Network Services (DHCP,  WINS, DNS, FTP, Mac support)

256 inbound connections through RAS

Fault Tolerance (hard disk mirroring)

Similarities and differences compared to Windows 9.x

There is No DOS kernel underneath the W2K/NT GUI

The graphic interface is part of the system kernel.  The DOS command prompt within the OS is emulated.

What can you do if Windows 2000 won’t boot?

How can you get command-line access if the GUI won’t load?

All programs (both Windows and DOS) can run in separate, protected memory address spaces under W2K. The operating system can be optimized to work as a file server or to run applications.
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Windows 2000 Administrative Tools group

Administrative Wizards  provide guided walkthroughs of basic tasks in Configure Your Server (these can also be accomplished directly through individual administrative applications).

Computer Management

The Computer Management MMC performs a 

number of functions, replacing the individual utilities that performed these tasks in Windows NT4: 

System Tools

Event Viewer (provides diagnostics on features that don’t start up properly.

System Information provides hardware diagnostic information.

Performance Logs and Alerts allows you to configure logs that measure system performance

Shared Folders allows you to view shared resources on a server (replaces the NT4 Server app)

Device Manager allows you to enable/disable installed hardware (replaces NT4 

Devices applet)

Local Users and Groups configures group and individual user accounts on a single computer
in a workgroup. (ADS Users and Groups performs this function on a 
domain controller).  This feature replaces the NT4 User Manager.

Storage

Disk Manager lets you control disk partition defaults –  it replaces the Win9.x/MS-DOS FDISK and the NT4 Disk Administrator.

Disk Defragmenter reorganizes and optimizes files on hard disk.

Logical Drives  provides drivemap and auditing of fixed disks. 
Removable Storage provides a drivemap of removable disks.

Services and Applications

Telephony controls modem settings (replaces Win9x “Modems” & NT4 RAS Services controls)

WMI Windows Management Instrumentation Service (See Windows Resource Kit for details)

Services  same as in NT4, permits individual OS services to be started and stopped.

Indexing Service provides faster searching and retrieval of information for files on hard disk

DNS and DHCP provide control of W2K Domain Name Services and Dynamic Ho

st Configuration Protocol  (also available in Admin Tools as separate MMCs)

Internet Information Services  provides control of W2K Server’s built in Web Server

Component Services

This MMC allows administration of local and remote computers and system services.

Connection Manager Administration Kit

This MMC provides global management of W2K dial-up, vpn, and other connection services.  Some of these can also be configured individually on a local level through the Network and Dialup Network folders.

Internet Authentication Services – provides authenticati

on services for dialup and VPN users.

Licensing – tracks W2K and application licenses (per seat or per Server), similar to NT4 License Manager    (see Windows Help for more information)

Local Security Policy – sets security policy for local computer (Group Policies for domain are set in Active   Directory Services Snap-In.

Network Monitor – Measures network performance

Performance – displays performance statistics configured for Performance Logs

Remote Storage -- Administers remote storage service th

at automatically backs up infrequently used files to tape    media.

Routing and Remote Access administers VPN and Internet Connection Sharing on  local server.

Terminal Services Manager and Licensing permit network users to log in and control a Terminal Services Server over the network  (similar to Citrix Terminal Services, marketed separately, for NT4) 

Terminal Services Client enables this machine to log in remotely to enabled Terminal Services servers. (This client can be installed on Windows 3.x, 9.x and W2K Pro machines as well as on W2K servers.)

Windows Media Performance measures performance of streaming media over the network (works through Performance Snap-In, open it and see!)

WINS This MMC manages the Windows Internet Naming Service, which associates computernames with IP addresses on local TCP/IP networks

Domains vs. Workgroups

A workgroup is a collection of computers linked informally into a physical network to share software and hardware resources.   Workgroups usually follow a p

eer-to-peer network architecture

A domain is a collection of  computers serving users with common access needs from a centralized server. Domains usually follow a client-server network architecture

In a workgroup each server maintains an individual user account database

in a Domain, there is a common user account database that resides on a Domain Controller

In Windows NT 4, a domain included a single Primary Domain Controller and a number of Backup Domain Controllers in addition to client workstations (N

T4, W95/98 or other operating systems) and member servers. Windows NT4 Domains are usually named with a single word, like NETBIOS computernames.  These domains  don’t use an  Internet suffix, such as .COM, .EDU, or .ORG.  Windows NT4 domains are not the same as Internet domains.

Windows 2000 supports fully-qualified domain names (with three-letter suffix such as .COM or .EDU) that are equivalent to Internet domains.  In Windows 2000 a domain can have multiple equal Domain Controllers, each fully capable of

 administering the network.

Step 1: What's a Domain Controller?  (See Lycos “How-To” http://howto.lycos.com/lycos/step/1,,26123+24896+405,00.html )
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Directory service information is stored on domain controllers. A domain controller (or DC) is a Windows 2000 Server system that has had the Active Directory service

s installed on it. You can promote any Windows 2000 Server to a domain controller and demote it back to a normal server again as needed. This is an important departure from Windows NT domain controllers, which must be designated as such during the operating system installation, and cannot be converted back to normal servers
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Step 2: Using Multiple DCs 

Each domain controller on a network is responsible for storing and processing the Active Directory information about a single domain. A small network might consist of a single domain, but as they grow larger you can create multiple domains, each of which must have at least one domain controller.

A Windows network can use either the domain or the workgroup model.   Workgroups are the same as in Windows 95/98 and generally have more independent client machines.  The workgroup model is used on smaller networks that consist of 10 to 20 computers.  Under a workgroup, there is no central control of user accounts or user resources.

Managing Windows 2000 Server Domains 

Deciding on a Domain Model

A domain model is a grouping of one or more domains with administration and communications links between them (trust relationships) that are arranged for the purpose of user and resource management.

During installation of Windows 2000 Server you get to choose whether the machine will become a Domain Controller,  join a domain or be part of a workgroup.

By properly planning and organizing the domains on your network, you can simplify network administration and ensure that all users can connect to available resources throughout the network. For example, you can set up your domains so that all user accounts and global groups are valid in all domains. 

From Lycos How-To (http://howto.lycos.com/lycos/step/1,,26123+24896+414,00.html)

The AD Hierarchy 

Step 1: Using Domains
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As with Windows NT, the fundamental unit of organization in Windows 2000's Active Directory is the domain. All Active Directory objects are part of a domain, and every domain has at least one server functioning as a domai

n controller. The domain controller contains a copy of all of the objects in the domain. When there are multiple domain controllers in a domain, each one contains a duplicate copy of the domain records that is periodically replicated to all of the other domain controllers.
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Unlike Windows NT domains, which have NetBIOS names, Windows 2000 domains are part of the DNS name space. When a Windows NT network consists of multiple domains, each domain functions at the same level as the others. Windows 2000 domains, on the other hand, can exist as part of a shared name space. A domain called zacker.com, for example, can have subdomains called sales.zacker.com and marketing.zacker.com. To support this name space all Active Directory installations require access to a DNS server.
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Domains that share the same name space are said to form a tree. A tree is a group of domains stemming from a single root domain, such as zacker.com. Additional domains beneath the root domain are called subdomains, or child domains, and have names that are built on the root domain name, such as sales.zacker.com and NY.sales.zacker.com. The root domain of a tree can have any number of subdomains and can extend to any number of child layers.

Step 4: Trust Relationships
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All of the parent and child domains in a tree are connected by trust relationships that Active Directory automatically creates along with the domains. Active Directory trust relationships are bi-directional and transitive. A bi-directional trust is one where the parent domain trusts the child and the child trusts the parent. An example of a transitive trust is one where domain A trusts domain B and domain B trusts domain C, then domain A trusts domain C.
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Step 5: Using Forests

In some cases, you may want to create multiple trees on the same network, forming what is known as a forest. The trees in a forest share the same schema and configuration, but they have separate name spaces. For example, a large corporation with several discrete divisions might have a separate tree for each one. Each tree has its own 

root domain and a series of child domains beneath it.

Step 6: Running Multiple Forests
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In rare cases, it may be necessary to create multiple forests on a single network. If two companies with existing Active Directory installations were to merge, and each company has 

its own trees that use customized schema and different configurations, it might be better to keep the forests separate rather than attempt reconcile the differences between them.

Single domain model

The single-domain model is an appropriate choice for organizations that require both centralized management of user accounts and ease of administration. Any member of the Domain Administrators group can administer all network servers and domain accounts on any Domain Controller

.

A network can use the single domain model if it has a small enough number of users and groups to ensure good performance (generally up to 26,000). The exact number of users and groups depends on the number of servers in the domain and the hardware of the servers.

Having a single domain also means that all your network administrators can administer all network servers. Splitting a network into domains enables you to create administrators who can administer only some servers, such as those in their own department.

What's a Directory Service? 

Step 1: Client/Server Networking
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Computer networking is based on clients and servers. Servers share their resources and clients access those shared resources. All Windows 2000 systems can function as both servers and clients in that they can both share and access shared resources. Windows 2000 Server differs

from Windows 2000 Professional; it includes Active Directory, an enterprise directory service that enables administrators to store information about many types of shared network resources in a central location.
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A directory service is essentially a database that contains information about the computers on the network, the users that run them, and the hardware and software they use. The alternative to using a directory service is to distribute information about the network resources among its various computers. This is called a peer-to-peer network, and while Windows 2000 is capable of functioning in this manner, this method becomes increasingly impractical, as the network grows larger.

Step 3: Keeping Info Together
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By storing all of the information about the network in one place, administrators can manage the entire network at once. On a peer-to-peer network the computers must either be maintained by their individual users, or an administrator must travel to each machine to perform routine maintenance tasks. Using a directory service, an administrator can control access to any resource on the network from a central location.

Step 4: Delegating Maintenance
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Directory services are usually designed to support large networks, and maintaining the directory may be more than one person can handle. In addition to providing a centralized information resource, the directory service makes it possible to delegate responsibility for certain parts of the database to various people. A large enterprise network, for example, can consist of several discrete domains corresponding to offices in different locations, each of which has its own network support personnel.

Step 5: Accessing Information
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In addition to the database itself, a directory service includes the services that make the database information available to both administrators and users. Administrators have access to tools that enable them to maintain the database and configure the directory service functions. To users, the directory service can function as a source for information about the network and its users, much like a telephone directory.

Step 6: Providing Network Security
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The primary function of the directory service is to provide security for the network's various resources. If a user requires access to the disk drives on three different machines, a directory service enables the administrator to grant that access with a single user account. On a peer-to-peer network, the user would require a separate user account on each machine, each of which must be individually defined and maintained.
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Step 7: Logging On Once

On a peer-to-peer network, if the user accounts on the network's various computers do not use the same name and password, the user must supply different credentials to each machine. When you use a directory service on your network each user has a single account and logs on to the directory service instead of logging onto each individual computer. The directory service grants the user access to all of the resources they need based on the permissions granted to the user by the administrator.

Step 8: Using Active Directory
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Active Directory is a directory service that was first introduced in the Windows 2000 product. Previous versions of Windows NT include a domain-based directory that is limited in the size of the networks it can support. Active Directory expands on the domain paradi

gm to permit the creation of a directory that can support thousands, or even tens of thousands, of networked computers.

Domains and Directory Services:  summary

1. An administrator can manage the network from any computer.

2. Account information for all users is stored in a common directory database

3. Users need only log on once to gain access to all permitted resources and computers on the network

4. A Windows 2000 domain may have multiple domain controllers

5. Large organizations may use multiple domains.  Windows 2000 makes it easy to organize domains in a Forest and Tree hierarchy.  Example of a simple tree:

                                     Microsoft.com

Support.microsoft.com                          Training.microsoft.com

6. Trust relationships allow users to log onto a trusted domain and be validated by their home domain (each domain database is separate)  In a tree, a trust relationship exists, automatically, between individual branches.

7. Active Directory Services is the system that Windows

 2000 uses to manage domains organized into trees and forests.

Groups

There are two types of groups in Windows 2000:

Security groups 

Distribution groups (used in domains under Active Directory Services)

Security groups are listed in discretionary access control lists (DACLs) that define permissions on resources and objects. Security groups can also be used as an e-mail entity. Sending an e-mail message to the group sends the message to all the members of the group.

Distribution groups are not security-enabled. They cannot be listed in DACLs. Distribut

ion groups can be used only with e-mail applications (such as Exchange), to send e-mail to collections of users. If you do not need a group for security purposes, create a distribution group instead of a security group.

Permissions are rules that regulate which users can access a resource, such as a folder, file or printer.

User rights are rules that regulate which users can perform certain tasks on the system, such as creating a user account, logging onto the local computer, adjusting the hardware configuration, etc.

In a workgroup, Windows 2000 Server and Professional use only Local Groups to contain user accounts..

In a Windows 2000 domain there are three kinds of groups Global, Domain Local, and Universal

Global groups are intended to contain and organize user accounts in a Domain.

Domain Local groups are intended to define permissions and user rights on individual computers and resources in a Domain.

A user can be a member of one or more groups.  A user who is a member of more than one group possesses all user rights and permissions of all groups that he or she belongs to.   (The “No Access” restriction is a joker.  If a user belongs to a group that has No Access to a resource, this bumps the access rights the user may have as a member of other groups.)  Domain Local Groups may contain Global Groups as members, the same as if the Global group were a single user account.

Organizational Units (OUs) are containers used to organize groups within a domain.  Whereas in Windows NT4 Global Groups could be nested inside of other Global groups, in Windows 2000, Global groups are nested inside of Organizational Units, instead.

How can you tell the difference between a Local and a Global group in Active Directory Users and Computers?

Local groups provide permission to access resources or perform system tasks. Generally a local group is associated with specific tasks or access rights.  (Ex: Server Operators, Backup Operators, Web Users.) You assign  permissions and rights to a local group, and then place individual user accounts or global groups within a local group to pass these permissions on to your users.

Global groups are used to organize domain user accounts (usually by the user’s function in the company or geographical location, ex: Northwest Users, Accountants, Engineers.)

Although global groups can be used to assign permissions to resources (all accounts have full control over the billing folder), the best practice is to use global groups only for grouping domain user accounts and assign resource permissions by adding a global group to a local group.

Review Questions:

1. What’s the purpose of a local group?

___________________________________________________________________________

2. What’s the purpose of a global group?

___________________________________________________________________________

3. Where are local groups created?

___________________________________________________________________________

4. Where are global groups created?

Built-in Windows 2000 Local Groups

Table 12.1 Windows 2000 User Groups That Have Permission to Administer User Accounts and Groups

Windows 2000 
User Group
Group Description

Administrators
Members of the Administrators group have full control over the computer. It is the only built-in group that is automatically granted every built-in right and ability in the system.



Backup Operators
Members of the Backup Operators group can back up and restore files on the computer, regardless of any permi

ssions that protect those files. They can also log onto the computer and shut it down, but they cannot change security settings.



Power Users
Members of the Backup Operators group can back up and restore files on the computer, regardless of any permissions that protect those files. They can also log onto the computer and shut it down, but they cannot change security settings.



Users
Members of the Users group can perform most common tasks, such as running applications, using local and network printers, and shutting down and locking the workstation. Users can create local groups, but can modify only the local groups that they created. Users cannot share directories or create local printers.



Guests
The Guests group allows occasional or one-time users to log on to a workstation's built-in Guest account and be granted limited abilities. Members of the Guests group can also shut down the system.



Replicator
The Replicator group supports directory replication functions. The only member of the Replicator group should be a domain user account used to log on the Replicator services of the domain controller. Do not add the user accounts of actual users to this group.



Built-in groups for Domain Management

The default groups placed in the Built-in Groups folder for Active Directory Users and Computers are:

Account Operators 

Administrators 

Backup Operators 

Guests 

Print Operators 

Replicator 

Server Operators 

Users 

These built-in groups have domain local scope and are primarily used to assign default sets of permissions to users who will have some administrative control in that domain. For example, the Administrators group in a domain has a broad set of administrative authority over all accounts and resources in the domain.

Predefined groups

The predefined groups placed in the Users folder for Active Directory Users and Computers are:

· Group name 

· Cert Publishers 

· Domain Admins 

· Domain Computers 

· Domain Controllers 

· Domain Guests 

· Domain Users 

· Enterprise Admins 

· Group Policy Admins 

· Schema Admins 

You can use these groups with global scope to collect the various types of user accounts in that domain (regular users, administrators, and guests) into groups. These groups can then be placed in groups with domain local scope in that domain and others.

By default, any user account you create in a domain is automatically added to the Domain Users group and any computer account you create is automatically added to the Domain Computers group. You can use the Domain Users and Domain Computers groups to represent all the accounts created in the domain. For example, if you want all the users in this domain to have access to a printer, you can assign permissions for the printer to the Domain Users group (or put the Domain Users group into a domain local group that has permissions for the printer). For more information on group usage strategies, see Strategies for using groups.

By default, the Domain Users group in a domain is a member of the Users group in the same domain.

The Domain Admins group can represent the users who have broad administrative rights in a domain. Windows 2000 Server does not place any accounts in this group automatically, but if you want an account to have sweeping administrative rights in a domain (and possibly other domains), you can put that account into Domain Admins. Because Windows 2000 Server supports delegation of authority, you should not have to grant these broad administrative rights to many users.

By default, the Domain Admins group in a domain is a member of the Administrators group in the same domain.

By default, the Domain Guests group is a member of the Guests group in the same domain, and automatically has as its member the domain's default Guest user account.

The following table shows the default rights held by these groups:

User right
Allows
Groups assigned this right by default

Access this computer from the network
Connect to the computer over the network.
Administrators, Everyone, Power Users

Back up files and file folders
Back up files and folders. This right supersedes file and folder permissions.
Administrators, Backup Operators

Bypass traverse checking
Move between folders to access files, even if the user has no permission to access the parent file folders.
Everyone

Change the system time
Set the time for the internal clock of the computer.
Administrators, Power Users

Create a pagefile
This right has no effect.
Administrators

Debug programs
Debug various low-level objects, such as threads.
Administrators

Force shutdown from a remote system
Shut down a remote computer.
Administrators

Increase scheduling priority
Boost the execution priority of a process.
Administrators, Power Users

Load and unload device drivers
Install and remove device drivers.
Administrators

Log on locally
Log on at the computer from the computer keyboard.
Administrators, Backup Operators, Everyone, Guests, Power Users, and Users

Manage auditing and security log
Specify the types of resource access (such as file access) that are to be audited, and view and clear the security log. This right does not allow a user to set system auditing policy. Members of the Administrators group can always view and clear the security log.
Administrators

Modify firmware environment variables
Modify system environment variables stored in nonvolatile RAM on computers that support this type of configuration.
Administrators

Profile single process
Perform profiling (performance sampling) on a process.
Administrators, Power Users

Profile system performance
Perform profiling (performance sampling) on the computer.
Administrators

Restore files and file folders
Restore backed-up files and file folders. This right supersedes file and directory permissions.
Administrators, Backup Operators

Shut down the system
Shut down Windows 2000.
Administrators, Backup Operators, Everyone, Power Users, and Users

Take ownership of files or other objects
Take ownership of files, folders, printers, and other objects on (or attached to) the computer. This right supersedes permissions protecting objects. For information about file and folder permissions, see Shared folder permissions.
Administrators

Using the Built-In Groups of Windows 2000

The actions that a user account can perform depends on the group memberships assigned to the user account, the rights and privileges the user account inherits from the group(s), plus specific permissions assigned to the account by the account administrator. Windows NT Server 4.0 has 11 built-in user groups, each with a pre-established set of permissions for use of network resources. Descriptions of a few of these groups, by necessity, appear earlier in this chapter but are repeated here for completeness. Following is a brief description of each built-in user group, in the approximate order of decreasing privilege:

· The Administrators group is the most powerful local group in the domain. The administrators are responsible for the overall configuration of the domain and the domain's servers.


· Domain Admins is a global group that's a member of the Administrators group. By default, members of the Domain Admins group are as powerful as the Administrators group. The Domain Admins group can be removed from the Administrators group, if necessary, to restrict the group's authority.


· Users is a local group that provides the capabilities that most users need to perform normal tasks. Members of this group have no rights to administer servers running Windows NT Server 4.0.


· Domain Users is a global group that's a member of the local Users group. By default, all new accounts are automatically added to
this group, unless the account is specifically removed by the account administrator. 

· Account Operators is a local group that allows its members to use the User Manager application to create new groups and accounts. Members of this group have limited capabilities to administer accounts, servers, and groups in the domain. Members of this group can't modify or delete accounts or groups belonging to the Administrators, Domain Admins, Account Operators, Backup Operators, Print Operators, or Server Groups. Account operators can't administer account policies.


· Backup Operators is a local group that can back up and restore files on the domain's primary and backup controllers. Members of this group also can log on to a server and shut down the server, presumably for backup operations.


· Print Operators is a local group that allows its members to create and manage printer shares in the domain. These members also can log on to a server and shut down the server.


· Server Operators is a local group that allows its members to manage the domain's primary and backup controllers. This group's members also can manage folder and print shares, as well as administer server functions such as setting system time for the entire domain.


· Replicator is a local group that supports the capability to perform folder replication functions. Only accounts needed to log on to the Replicator services of the primary and backup domain controllers should be members of this group.


· Domain Guests is a global group that's a member of the local Guests group. This group is intended for user accounts that have more limited rights than a member of the Domain Users group.


· Guests is a local group with very limited capabilities. This group is used for occasional or one-time users. 


Planning Group Strategy

· Organize users based on common need

· Create global groups and add users to them

· Create local groups based on resource access needs

· Assign permissions to local groups

· Assign global groups to local groups

Group names on a single domain must be unique (they may be duplicated on other domains)

(The Select Domain button allows an administrator to manage accounts on another domain if the administrator also has privileges to do so on that domain.)

· Deleting a group doesn’t disable the user accounts that were a member of that group

· The Guest group can’t be deleted

· Groups cannot be renamed.

· Built-in Windows NT groups cannot be deleted or rebuilt. 

Networking

Network Architecture -- Review

Required components for a network connection


Client


Network Adapter


Protocol



NETBEUI



NWLink  (IPX/SPX)

           

TCP/IP

See  http://userwww.sfsu.edu/~lennyb/edsite/chap25_1.htm)

Configuring Networking - Open Settings, open Control Panel, open Network, the Network Setup window

has tabs for Adapters, Protocols, Services, Identification and Bindings

Adapters - Select the type of network adapter and the IRQ and I/O Port address

Protocols - Only load the protocols necessary, additional protocols add overhead to the system

NETBEUI - Used for Microsoft clients on the LAN, good for print and file sharing

IPX/SPX - Used in existing Novell environments and where there is heavy client/server traffic

TCP/IP - Used in Intranets and the Internet, also good for printing, file sharing, and client/server

applications

Under the configure button there are several fields that must be filled out correctly for TCP/IP to fimction

IP Address - The IP address of this interface. Usually assigned by the network administrator

Subnet Mask - The number of bits of address space used for network addressing

Default Gateway - The IP address of the router on the LAN

Domain Name Servers - The IP addresses of DNS servers used to resolve host names to IP addresses

WINS - The IP address of the Windows Internet Naming Service server used to resolve local host' names to

IP addresses. This can he used when local hosts do not have static IP addresses

Routing Tab - Allows you to use the NT server to route packets between different interfaces

One of the more popular uses of this ftmction is to route IP packets between an Asynchronous interface

(running RAS) and an Ethernet interface

Introduction to User Accounts

There are three types:

Guest – supports multiple users for occasional or limited access (WinNT disables this by default)

Administrative – Manage users and groups, security policies,  printers and shared resources



(The Administrator account is part of an Administrators group)

Accounts you create –  for individual users and your own organizational groups

Accounts are created in the Local Users and Groups MMC  (for a workgroup computer) or the Active Directory Users and Computers MMC  (for domain-wide accounts.)

With a domain user account a user can log on to the domain from any computer on the network, using the same username and password.

A local user account defines a user for one local computer.  The user can log on to that specific computer and access its resources, only.  Without a domain account, a user must log on to each computer on the network separately to access its resources.

Groups in the User management MMCs allow delegation of privileges.

What’s the advantage of creating groups instead of defining privileges for each individual user?

Planning Considerations for New User Accounts

· Naming convention:  use a naming strategy that provides unique but consistent account names.

· Password requirements:  Decide what your password enforcement options will be (including whether a user can or must change their password.

· Logon hours

· Workstation restrictions: determine which computers on the network the user can work from.

· Home folder location:  establish a home folder for each user on a centralized server or on a local computer.

Usernames can contain up to 20 uppercase or lowercase characters, with the exception of the following: / \ [ ] : ; | = , + * ? < >.   Alphanumeric and special characters can be combined in a username or password.

What would be an easily managed  naming convention for large number of users? What if two users have the same first and last names?

Always assign a password to the Administrator account in a real network where a server can be accessed by a number of users.

Determine who will control the passwords.


Who controls passwords if users can’t change them?


Who controls passwords if users are required to change them?

Determine whether accounts need to expire?  Why would you want to set an expiration date on an account or not set one?
What should you (as an administrator) tell users to avoid in choosing a password?

Effects of creating a home folder for a user:

· The folder becomes the default when the user chooses File->Open in an application

· The folder is the default when the user chooses File->Save in an application.

· The folder is the default directory when the user opens a DOS command prompt.

Why would you want to place home folders on a network server?

Network Services - 

Windows 2000 Server offers a variety of built in network services:

Computer Browser - Allows the NT Server to see a list of computers on the network

NetBIOS Interface - Support for older NetBIOS clients

Server Allows the NT Server to perform server functions

Workstation - Allows the NT Server to perform workstation fanctions

BOOTp Relay Agent - The original way for a server to dynamically assign clients an IP address

FTP Server - Provides a file server using the File Transfer Protocol

Gateway (and Client) Services for Netware - Provides File Sharing, Printing, and other Novell services to Novell   clients

Microsoft DHCP Server - The Dynamic Host Configuration Protocol allows the NT Server to assign

network information to clients such as IP addresses and gateways

Microsoft TCP/IP Printing - Provides print services via UNIX style LPR/LPD

Network Monitor Agent - Allows the NT Server to perform basic network monitoring functions via the Simple Network Management Protocol (SNMP)

Remote Access Service - Allows the Server to permit dial in connections

Remoteboot Service - Allows the NT Server to be used as a boot drive for remote clients

RIP for Internet Protocol - Allows the NT Server to route IP packets between LAN segments

RIP for NWLink IPXISPX Compatible Transport - Allows the NT Server to determine routes for IPX/SPX

traffic

RPC Configuration - Allows the NT Server to execute Remote Procedure Calls bn other UNIX systems

RPC Support for Banyan - Allows the NT Server to execute Remote Procedure Calls on other systems

using Banyan networks

SAP Agent - Allows the NT Server to send Novell Service Advertising Protocol messages

Services for Macintosh - Allows the NT Server to provide print and file services to clients

\Simple TCP/IP Services - Provides basic services to the NT Server. Other TCP/IP services require this before they can start

SNMP Services - Loads the SNMP client for remote computers to monitor the NT Server performance statistics

Windows Internet Name Services - Allows the NT Server to resolve local host names to IP addresses, necessary in a dynamically assigned IP environment

Event Viewer

The Event Viewer is used to view event logs from the System Log, Application Log and the Security Log. The log files should be reviewed frequently to determine if there are system errors or security breaches that will effect the server performance. An NT Server creates a lot of events, Filtering mihimizes the number of events needed to be searched through. To prevent the log files from growing indefinitely, the events can be cleared, overwritten, or archived.

Viewing Events - Open tlie Event Viewer, select the log to be viewed, double click on the event to see the details.

Filtering Events - Open the Event Viewer, choose the View menu, Filter Events, in the Filter window specify the date and time range and types of events to be seen, click OK Once a filter has been applied the word Filtered" appears in the tide bar of the Event Viewer.

Log Settings - Open the Event Viewer, choose Log menu, Log Settings, from the Log Settings window the events can be cleared (erased), or overwritten after a specified number of days. To Archive the log:

Open the Event Viewer, choose the Log Menu, choose the Log Type, choose Save As, enter the type of file to save the log as, click OK Comma separated text may be read by Excel and most other databases.

Audit Policy - An audit policy should be planned for every server. This policy will include the frequency of log reviews (usually weekly), how long event information should be retained, where old events are to be archived (if at all), and who is responsible for these administrative tasks.
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