Windows 2000 Server Administration – additional exercises

Exercise:  TCP/IP Configuration

Open a command prompt and run IPCONFIG /all

There are two kinds of information presented, Windows 2000 IP settings and Network Adapter Local Connection information.  Use IPCONFIG to complete the following table:

Setting
Value

Host name


Description


Physical Addess


Is DHCP enabled?


Is Autoconfiguration enabled?


IP address


Subnet mask


Default gateway


DNS Servers


Read information at Lycos on working with TCP/IP (http://howto.lycos.com/lycos/step/1,,9+50+26124+24956+1306,00.html) and creating a subnet http://howto.lycos.com/lycos/step/1,,9+50+26124+24956+1355,00.html .

What class subnet are our school machines on?   ________________________________

Use the PING command to PING "localhost."   What address is returned? _________________

This localhost address is accessible under TCP/IP even if you don't have a hardware network adapter installed.  Try disabling your adapter and see.

Enter NSLOOKUP from a command prompt and see whether your domain name is automatically associated with its IP address.

Exercise: User Settings Management

User settings, like user data, can follow the user—regardless of where the user logs on. User settings follow users because IntelliMirror uses Group Policy and the Active DirectoryTM service to store all important user settings.

Administrators can use settings to customize and control users’ computing environments and to grant or deny permission for users to customize their own computing environments. Where users have permission, they will often customize the style and default settings of their computing environments to suit their needs and work habits.

Settings contain three types of information:

· Vital information (both personal and administratively set). 

· Temporary information. 

· Data specific to the local computer. 

If users are permitted to use more than one computer at a time, temporary and local computer information typically should not roam. This can cause unnecessary overhead, and differences between computers could disrupt the roaming function.

When Windows 2000 manages user settings using Group Policy and well-behaved applications, it ensures that only vital information is retained. Well-behaved applications are applications that meet the Certified for Windows 2000 specification or those that meet the best practices for user and computer state separation. Temporary and local computer settings are dynamically and appropriately regenerated as required. This allows users to have a similar experience on any computer.

User Data and User Settings Management Technologies

The technologies that enable User Data Management and User Settings Management are similar. The main difference between the technologies is that a user is familiar with his or her data, while the same user may not be familiar with settings. Examples of settings include a user’s custom dictionary, .ost files, and data that controls the look and behavior of applications.

The technologies that this step-by-step guide will address are:

· Roaming user profiles. These allow users to roam among computers within the corporate network. Users who have a roaming user profile (RUP) may log onto a computer, run applications and edit documents, and log off. At log off, their user profiles are copied to a server. When they log on to another computer, the profile information, including any Start menu customizations and the contents of the My Documents folder, are copied to the other computer. 

· Folder Redirection. This is a unique feature of Windows 2000 that allows users and administrators to redirect the path of a folder to a new location. The new location can be a folder on the local computer or a directory on a network share. Users have the ability to work with individual or shared documents on a secure server as if the documents were based on the local drive. 

· Offline Files. These make it possible for users to work with networked documents. If a user has enabled a file or folder to be available offline, a copy of the shared file or folder is stored on the local computer. If the computer has no network access, the user can edit the local version of the cached document. When network access is restored, the edited document is copied back to the network share. 

The remainder of this step-by-step guide explains how to use each of these three technologies.

Roaming User Profiles

In general, the implementation of roaming user profiles (RUP) in Windows 2000 is similar to the Windows NT® 4.0 implementation. Details on the differences are documented in the Appendix, along with some best practices on integration scenarios.

If you are unfamiliar with roaming user profiles, you should read the sections on it in this downloadable white paper, Guide to Microsoft Windows NT 4.0 Profiles and Policies.

Note: You can perform the steps in this guide either before or after the steps in the Group Policy guide. If you performed the steps in the Group Policy guide prior to this, it may be necessary to undo some of the policies (particularly the loopback policies).
IT Administrator

The administrator logs on to a server, creates a network share to store Roaming User Profiles, and then makes users "roaming users."

To create a shared folder to store roaming user profiles:
1. Logon to a server as an administrator. 

2. Double-click the My Computer icon to open it. 

3. Double-click the hard-drive icon of the Local Disk where you want to place the roaming user profiles. 

4. In the File menu, select New and click Folder. 

5. Under the New Folder in the selected drive pane, type: Profiles 

6. Press Enter. 

7. Right-click the Profiles folder and select Properties from the context menu. The Profile Properties page appears. 

8. Click the Sharing tab. 

9. Select Share this folder. 

10. PRIVATE "TYPE=PICT;ALT=Figure 1. Profiles Properties"Click OK. Close this window. 

To make Huey a roaming user
1. On the Start menu, point to Programs, and click Administrative Tools. 

2. Click Active Directory Users and Computers. 

3. Click the + next to [Your computer].com to expand the tree (if it is not already expanded). 

4. Click the + next to Accounts. 

5. Click McDuck, as shown in Figure 2 below. 
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PRIVATE "TYPE=PICT;ALT=Figure 2. Active Directory Users and Computers snap-in"Figure 2. Active Directory Users and Computers snap-in


6. Right-click Huey, and select Properties from the context menu. 

Note: Steps 7 and 8 are necessary only if you are running this procedure on a domain controller. These two steps allow Huey to logon to the domain controller locally. If you are performing these steps on a member server, skip steps 7 and 8 and proceed to step 9.

1. Click Add Members to a Group. 

2. Click Backup Operators and click OK. 

3. Click the Profile tab. 

4. For the profile path, type:

\\Servername\Profiles\%username%
Note: \\Servername is the name of the server you are using for this procedure. %username% is an environment variable. In this case, %username% maps to Huey’s user name, Huey. When Clair Huey logs on to a computer, Windows NT will create the directory "Huey" in the Profiles share on Your Computer.

1. Click OK and close the window. 

User 

In this part of the roaming user profiles scenario, log on as Huey (Huey@ Your Computer.com) who is now a roaming user.

1. Log off by clicking Start, Shutdown, and Log off Administrator. Click OK. 

2. Press the Ctrl-Alt-Del keys. 

3. Log on with the user name Huey and click OK. 

To create a custom bitmap (wallpaper):
1. On the Start menu, point to Programs, and then click Accessories. 

2. Click Paint. 

3. Use the Paint program to draw something  to use as wallpaper. 

4. Click the File menu. 

5. Click Save As. 

6. In the File name text box, type: MyBackground 

Notice that the system saves the file in the My Pictures folder.

1. Click Save. 

2. To close Paint, on the File menu, click Exit. 

Note:  If you completed the Group Policy guide before this, you may need to adjust the policy to ensure that Huey has the ability to change her wallpaper.

To make the bitmap the wallpaper (background):

1. Right-click the Desktop. 

2. Click Properties on the context menu. 

3. Select the bitmap you just created in the list box, as shown in Figure 3 below.

Click OK. The new wallpaper displays on the screen. 

At this point, log off the computer and log on to a different computer as Huey. The wallpaper on the second computer should be the same as the wallpaper on the first computer. 

Folder Redirection

Folder redirection is a way to place data into a set of folders in the users profile on the network. This can be combined with local or roaming user profiles. Besides the availability and backup benefits of having the data reside on the network, users will also experience performance gains with slow links and subsequent logons.

IT Administrator

The administrator logs on to a server, and redirects users’ My Documents folders to a server.

To create a shared folder for users' My Documents folders:
1. Log on to the Your Computer server as an administrator. 

2. Double-click the My Computer icon to open it. 

3. Double-click the hard-drive icon of the Local Disk where you want to place the My Documents folders. 

4. In the File menu, select New and click Folder. 

5. Under the New Folder in the selected drive pane, type: Docs. 

6. Press Enter. 

Note: Do not create subfolders for each user—the Folder Redirection Snap-in will do this for you.
1. On the File menu, click Properties. 

2. Click the Sharing tab. 

3. Select Share this folder. 

4. Click the Caching button. 

5. In the Setting list box, select Automatic Caching for Documents, as shown in Figure 4 below. 


PRIVATE "TYPE=PICT;ALT=Figure 4. Caching Settings"Figure 4. Caching Settings
Click OK. 

6. [image: image2.png]You can speciy if an how fles within tis shared folder are cached
lacal when acoessed by athers

% llow caching of fles intis shared folder

Setting

Recommende for folders containing user documents

Opened fles are automaticaly dowrloaded and made avaiable
when working ofne. Dlder copies are autamalicaly delted to
make way ot newer and more recenly accessed fs. To ensure
prope fl shaiing, the server versian of the fls i always opened.

Cance o




Click OK. Close the window. 

To redirect the users’ My Documents folders to the network
1. From the Start menu, point to Programs and then click Administrative Tools. 

2. Click Active Directory Users and Computers. 

3. Double-click Your computer.com. 

4. Double-click Accounts. 

5. Click McDuck. 

6. Right-click McDuck and select Properties. 

7. Click the Group Policy tab. 

8. Click New. 

9. For the New Group Policy Object name, type: Redirect My Docs, as shown in Figure 5 below. 
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Figure 5. Redirect My Docs dialog
Press the Enter key. 

10. Click Edit to edit the Redirect My Docs Group Policy Object (GPO). 

11. Under User Configuration, double-click Windows Settings. 

12. Double-click Folder Redirection. 
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Click My Documents. 

14. On the Action menu, click Properties. 

15. On the My Documents Properties page shown in Figure 6 below, in the Settings drop down box select Basic -- Redirect everyone’s folder to the same location. 
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PRIVATE "TYPE=PICT;ALT=Figure 6. My Documents Properties"Figure 6. My Documents Properties


16. On the My Documents Properties page, type: 

\\Your Computer\Docs\%username%

in the Target folder location text box. 

The default settings are the best practice. To view the settings:

1. [image: image6.png]Taget Setige |

i Select the reirection setings or My Documents
v rant s tser svcisiv iabis 1 My Dacimants)

IV Move the contents of My Documens to the new location.

~Policy Remaval ———————————————————————

 Leave the folder i the new lacation uhen palicy is temaved.

" Rediectthe folder back ta the local userprcfilelacation uhen
policy is removed.

=M Pctures Prefereness——————————

@ ke My Pictures = subfolder of iy Dosuerts

€ Do ot spoiy imirisative poficy for by Pitures

= | 29




Click the Settings tab to see a property page similar to  Figure 7 below. 


PRIVATE "TYPE=PICT;ALT=Figure 7. My Documents Properties<"
2. Select Grant the user exclusive rights to My Documents. This sets the NTFS security descriptor for the %username% folder to full control for the %user% and local system. 

3. Select Move the contents of My Documents to the new location. This moves any documents the user has in the local My Documents to the server share. 

4. Click OK. 

5. Click the + next to My Documents. 

6. Right-click My Pictures. 

7. Click Properties. 

8. Select Follow the My Documents Folder. 

9. Click OK. 

10. Close the Group Policy snap-in. 

Offline Folders

User

Before beginning this section, be sure to complete the steps in the preceding Folder Redirection section.

To create a document in the My Documents folder:
1. Logon to the workstation (Your Computer as Huey (Huey@Your computer.com). 

2. Click Start, point to Programs, point to Accessories, and click Notepad. 

3. In Notepad, type: Review Jon Grande's presentation by Friday. 

4. On the File menu, click Save As.

Make sure that the Save As dialog box is pointed at the My Documents folder. In the File name text box, type: Review
5. Click Save. 

6. To close Notepad, click Exit on the File menu. 

To make the My Documents folder available for offline use:
1. From the desktop, right-click My Documents. 

2. Click Make Available Off-line from the context menu. 

3. In the Offline Files Wizard, click Next. 

4. Verify that the option Automatically synchronize the Offline Folders when I log on and log off my computer is selected. Click Next. 

5. The Enable reminders check box will be selected. Click Finish. 

6. In the Confirm Offline Subfolder dialog box, select Yes, make this folder and all of its subfolders available offline. Click OK. 

7. Double-click My Documents to open the folder. 

Note: Notice that the icon for Review has changed as shown in Figure 8 below to reflect Review's availability while offline.
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Figure 8. Review Icon
1. Close the My Documents folder. 

To disconnect from the network:
1. To disconnect from the network to simulate working offline, disconnect your network cable from your computer. 

2. Double-click My Documents. 

3. [image: image8.png]


Eventually, you will see a computer icon on the tray (the lower right-hand corner of the screen) as shown in Figure 9. If you hover the mouse near this icon, it will say, "Offline Files—the network is not available." The network connection is X-d out. 
Figure 9. Disconnected from Network


To edit a document while offline:
1. Double-click Review in the My Documents folder to open it. 

2. Type the following new line: Pass the results to Teresa Atkinson by Monday. 

3. On the File menu, click Save. 

4. On the File menu, click Exit. 

To reconnect to the network:
· Reconnect the network cable. 

To synchronize offline documents with the server:
1. [image: image9.png]


In the System Tray, click the computer icon shown in Figure 10.

Figure 10. Network Available


2. In the Offline Files Status dialog box, click OK. 

3. Click OK to synchronize files. 

The version of Review that was stored on the server is replaced with the newer Review file from the local computer.

Note: You can also synchronize using Synchronize in the File menu after selecting the file you want to synchronize, or by using the Synchronize button in the web view for that file.
To verify that changes were propagated to the server
1. On the desktop, double-click My Documents. 

2. In the My Documents window, double-click Review. 

3. In Notepad, you see the text that you edited while offline. 

See
http://www.microsoft.com/windows2000/techinfo/planning/management/userdata.asp
for differences in Windows 2000 and NT4 handling of roaming profiles.
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